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Bold Ideas with Humane Touch

Digital Services & 
Software

Product Design & 
Development 

Embedded 
Solutions

Safety & 
Security
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• 5 competence teams
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FUNCTIONAL SAFETY

CyberSafety

management
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reporting

CYBERSAFETY

“Unique approach for protecting digitalized cyber-physical systems”

C&A

Company:

• ISA body accreditation

• ISO 13485 certification



Security by and for 
developers



Agenda

1. Security landscape

2. Basic security 

concepts

3. Secure software 

development? 



Security landscape



Cyber Weather by Traficom

• Ransomware

• Phishing

• Data breaches & 
leaks

• Exploitation of 
system & 
technology 
vulnerabilities 
(Internet exposure)

• Attacks against 
industrial IoT 
systems



Ransomware

• Usually a worm (self-replicating malware)

• Encrypts machines it can spread to

• Modern ransomware can infect cloud services 
like Sharepoint Online

• Deletes shadow copies from the operating 
system

• Presents users with ransom note (usually 
asking for BTC)

• Promises decrypting the data if ransom is 
paid

• No guarantee you will get your data back

How it usually start?

• Phishing

• Unknown USB drives

• Third party components

• Pirated software



Phishing
• A message meant to coerce the 

user to do something malicious

• “Hello, send me money, I am 
Nigerian prince”

• “Here is a free voucher, click this 
link!”

• “Hello, this is [ADMIN], please 
send me your password”

Phishing can take many different 
forms, not only e-mail!

Case Huld CEO



Data breach – LastPass

• Unauthorized access to 
development environment from
developer account. 
• Brute-force attack? MFA not in 

use? Phishing?

• Portions of source code stolen

• Security of development
environment?



Internet exposure - Open source 
intelligence

Information gathering is all the 
time easier using services and 
tools like Shodan.io, Amass or 
Maltego.

Public information (websites, 
email addresses, phone numbers, 
IP addresses, DNS entries etc) get 
indexed by search engines.

Company domain: 

• company.com

Dev environment:

• dev.company.com



IoT vulnerabilities

Mqtt port: 1883 

No encryption
mechanism (TLS)



Introduction to
information and 
cyber security



Information Security?
Digital Security?

Cyber Security?
Physical Security?

IT Security?

IoT Security?



Digital security encompasses all



Availability



Concepts

Risk 

• Probability x harmfulness or severity of 

injury/uncertainty 

• Risk is the impact of uncertainty on the achievement of 

the objectives

• Can be positive or negative

Threat (security threat) 

• potentially adverse event or trajectory that is exposed 

to information security and, if it occurs, jeopardises it

Vulnerability

• vulnerability to security threats

• the vulnerability may be any weakness that allows 

damage to be realised or can be used to cause damage 

Asset (suojattava kohde)

• Anything material or immaterial thing that has value to an 

organization

Risk treatment

• Risk prevention or elimination 

• Change in the likelihood of a risk

• Conscious retention, tolerance or addition of risk 

• Sharing a risk with another party

Residual risk

• Risk remaining after risk treatment 



• Asset: Client data

• Owner: Company x

• Threat: Unauthorised access

• Threat agent: Employee, 
criminal

• Risk: Possibility of unauthorised 
access

• Countermeasures (security 
controls): Data encryption, MFA 
user authentication, logging

Security concepts & relationship
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Which ingredients 
make secure software 
development? 





Testing

At minimum:

• Security awareness of 
developers

• Threat modelling 

• Definition of security 
requirements & controls

• Security reviews & testing

• Hardened dev environment
and products

From “normal” SDLC to secure SDLC

INTEGRATE SECURITY PRACTISES!



Activities



Threat modelling / attack-surface 
mapping

Process:
1. System architecture walkthrough 

2. Identification and listing critical system assets

3. Identification of dataflow (information stream) in system vs. 

STRIDE

4. Selected use cases vs. threats
Abuse case identification (threat actors)

System flaw identification (system owner)

5. Security requirements elicitation (initial ideas / thoughts)

Possible tools & guidelines:

✓ ENISA Threat Taxonomy

✓ STRIDE, DREAD & TRIM -mnemonics

✓ BSI IT Grundschutz Catalogues

✓ OWASP ASVS

✓ CIS Critical Security Controls

✓ NIST SP 800





Secure agile practices



Dev Environment



Hardened environment

• Threat modeling => which are the main threats of the dev
enviroment

• Data classification => where to store sensitive data?

• Access rights => how needs to gain access to where? 



Security and continuous integration

OWASP 

ZAP
SAST

SonarQube, …

OpenVAS/GVM,

Nessus

Dependency

Track



Security analysis & testing

Static Analysis—identifies the exact location of weaknesses by analyzing the software 
without executing it.

Dynamic Analysis—identifies weaknesses by running the software, helping find 
infrastructure flaws and patch errors.

Vulnerability Scanning—injects malicious inputs against running software to check how 
the program reacts. Mostly used to scan applications with a web interface.

Fuzzing—involves giving invalid, random data to a program, to check for access protocols 
and file formats. The test helps find bugs that humans often miss by generating random 
input and try all possible variations.

Third-party penetration testing—the tester simulates an attack to discover coding or 
system configuration flaws, and discover vulnerabilities a real attacker can exploit. It is 
required that the tester is an external party not connected to the team.



Security Test Automation

Build Test

CI serverVersion control

SAST & Dependency 

check
(Sonarqube, Checkmark, OWASP 

Dependency check…) 

DAST & IAST
( OWASP Zap, Nmap, OpenVAS… )

Robot Framework

Code Release Deploy

Release 

management

Operate Monitor

Compliance 

validation

QA testing

Infra as Code

Configuration 

validation

IaC tool 

automation

Network 

testing

Operation and monitoring

management

Threat 

detection

Logging



DevOps monitoring

Traditional network and service 
monitoring versus advanced 
application monitoring

• Nagios
• Host and service monitoring

• Manual configuration

• Plugin architecture to add targets

• Dynatrace
• Application performance insights

• Dynamic configuration by the agent

• Limited number of supported 
technologies

https://www.nagios.com/
http://dynatrace.com/


Other considerations 
- Push versus pull updates

Planned updates versus immediate 
updates

Open source component updates are 
not pushed to users automatically

Automatic update decreases risk of 
usage of outdated, vulnerable 
versions of software

Consider security risks of automatic 
updates

• Operating environments are hardly 
ever identical

• Rollback procedure automation

Push Pull



Other considerations 
- Infrastructure as Code (IaC)

Automated infrastructure 
building

• Automated security checks
• Configuration validation
• Ensure resources
• Faster redeployment

Prevent human errors

Utilize tools like Docker and 
Kubernetes



Other considerations 
- Server misconfiguration

Common misconfiguration 
flaws:

• Not using HTTP security 
headers or other HTTP 
security issues

• Default passwords (force 
changing initial passwords)

• Security settings 
unintentionally changed

Server misconfiguration is 
OWASP Top 10 threat

Hardening guidelines help to 
setup secure settings



Coding



OWASP

OWASP TOP-10 (Good start!)

1. A01 Broken Access Control

2. A02 Cryptographic Failures

3. A03 Injection

4. A04 Insecure Design

5. A05 Security Misconfiguration

6. A06 Vulnerable and Outdated Components

7. A07 Identification and Authentication 
Failures

8. A08 Software and Data Integrity Failures

9. A09 Security Logging and Monitoring 
Failures

10. A10 Server Side Request Forgery (SSRF)

OWASP Verification standards 
(Advanced!)

1. ASVS (Application Security Verification 
Standard)

2. ISVS (IoT Security Verification 
Standard)

3. MASVS (Mobile Application Security 
Verification Standard) 



SEI CERT Top-10

1. Validate input. 

2. Heed compiler warnings. 

3. Architect and design for 
security policies. 

4. Keep it simple. 

5. Default deny.

6. Adhere to the principle 
of least privilege. 

7. Sanitize data sent to other 

systems. 

8. Practice defense in depth. 

9. Use effective quality 
assurance techniques.

10.Adopt a secure coding 
standard. 



Thanks!

Q&A




